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User Interface 
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User Interface 

 

• Cleaner UI with a Cloud look and 
feel, with faster performance 

• Tablet-Friendly 

Continued UI Simplification 
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User Interface 

 

• Business-friendly Access Catalog 

• Search, Browse And Contextual 
Recommendations  

• In-line Policy Checks To Prevent  
SOD Violations 

• Flexible Forms For Advanced Data 
Capture 

• End-to-end Visibility Into The 
Approval And Fulfillment Process 

Guided Access Catalog (Shopping Cart Paradigm) 
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Administration 
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Administration 
 

• A user will be automatically added to an organization based on 
Home Organization Policy. 

Concept of a Home Organization 
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Administration 

 

• More dynamic in nature as opposed 
to static Admin Roles in previous 
versions. 

Custom Admin Roles  
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• Rules within this policy would help 
determine what operations can a 
user perform on his own profile. 

• This is also driven by user attributes 

• No dependency on OES 

• Grants for New and Existing Access 

Administration 
Self Service Capability Policy 
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Role Life Cycle Management 
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• Roles provide a powerful abstraction layer to help scale Identity Management 
infrastructure by providing access rights grouping mechanism 

• Contains system and privileges 

• Makes assignments based on job function 

• Provides mechanism for detecting violations 

 

Role Life Cycle Management 
What is it? 
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• Provides an understandable model for access 

• Provides an efficient definition of process and policies 

• Reduces auditing efforts 

• Provides a common language between business and information technology 

• Provides consistent, known controls for defining access 

• Facilitate access requests more easily 

 

Role Life Cycle Management 
Benefits 
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• Business users can request creation 
of new roles and changes to 
existing ones 

• Role requests can leverage the 
same request and approval 
framework available for Access 
Requests and Certification 

• Role owners can see 
comprehensive auditing 

Role Life Cycle Management 
Comprehensive Role Lifecycle Management 



Copyright © 2015, Oracle and/or its affiliates. All rights reserved.  | 

• Comprehensive role analytics allows 
business users to see the impact of 
new roles and changes to existing 
ones 

• Role owners can reduce role explosion 
by review the effectiveness of the 
roles and consolidate new roles with 
existing ones 

• Business users can create roles using 
“model users” 

Role Analytics 
Role Life Cycle Management 
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Identity Audit / Segregation of Duties 
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• A control process designed to prevent error and fraud by ensuring that at least two 
individuals are responsible for the separate parts of any task 

• Identity Audit (IDA) is used to:  
• Detect combinations of privileges held by users or roles that can lead to access violations 

• Determine policy violations and their causes 

• Detect and act upon Segregation of Duties (SoD) violations 

 

Identity Audit / Segregation of Duties 
What is it? 

Access Review 
 

JDOE       Accounts Payable 

JDOE       Accounts Receivable 
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• Prevent /detect fraud and risk 

• To provide assurance that transactions/process are Valid and incompliance with rules 
and regulations  

 

Identity Audit / Segregation of Duties 
Benefits 

Access Review 
 

JDOE       Accounts Payable 

JDOE       Accounts Receivable 
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• SOD Rule and Policy Definition 
• Define rules across users, applications, roles and 

entitlements 

• Detective SOD Analysis 
• Detective Policy Enforcement – Closed Loop 

Remediation 

• Access History to audit all violations and 
decisions 

• Review High Risk policy violations in 
Certifications 

• Preventative SOD Analysis 
• Enforce SOD policies during access requests 

• Review policy violations during approvals and 
launch exception workflows 

Identity Audit / Segregation of Duties 
SOD Detection and  Closed Loop Remediation 



Copyright © 2015, Oracle and/or its affiliates. All rights reserved.  | 

Identity Audit / Segregation of Duties 
Detective IDA: Running and Viewing Scan Definitions 
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Identity Audit / Segregation of Duties 
Detective IDA: Remediate Violations 

1 

2 
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Identity Audit / Segregation of Duties 
Preventative IDA: During request 
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Identity Audit / Segregation of Duties 
Preventative IDA: During approval 
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Identity Audit / Segregation of Duties 
IDA and Role Analytics 
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Identity Audit / Segregation of Duties 
IDA during Certification review 
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Different types of reports capturing different 
stages of policy violations 

If user would like to filter based on Remediator , 
policy, user, manager etc 

User can email the report to a specific email id 

IDA Reports 

User can select different types of formats like 
PDF, HTML or Excel 
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Audit and Reporting 
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• Oracle Identity Manager generates 
data 

• The Oracle Identity Manager data is 
stored in a database 

• The Oracle BI Publisher queries Oracle 
Identity Manager data to create 
reports. (with Ps3) 

Audit and Reporting 
The audit and reporting life cycle steps 
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• Actionable dashboards for risk 
analysis  and compliance 

• 80+ OOTB reports providing a 360 
deg. 
view of users’ access 

• Flexible deployment options, 
including 
ability to schedule report runs 

• Publicly available schema 

 

Audit and Reporting 
Reports and Dashboards 
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Access Policy Reports 
Access Policy Details 
Access Policy List by Role 

Attestation, Request, and Approval Reports 
Approval Activity 
Attestation Process List 
Attestation Request Details 
Attestation Requests by Process 
Attestation Requests by Reviewer 
Request Details 
Request Summary 
Task Assignment History 

User Reports 
User Profile History 
User Summary 
Users Deleted 
Users Disabled 
Users Unlocked 

 

Role and Organization Reports 
Role Membership History 
Role Membership Profile 
Role Membership 
Organization Details 
User Membership History 
Account Activity In Resource 
Delegated Admins and Permissions by Resource 
Delegated Admins by Resource 
Entitlement Access List 

Password Reports 
Password Expiration Summary 
Password Reset Summary 
Resource Password Expiration 

Certification Reports 

Exception Reports 
Fine Grained Entitlement Exceptions By Resource 
Orphaned Account Summary 
Rogue Accounts By Resource 

Resource and Entitlement Reports 
Entitlement Access List History 
Financially Significant Resource Details 
Resource Access List History 
Resource Access List 
Resource Account Summary 
Resource Activity Summary 
User Resource Access History 
User Resource Access 
User Resource Entitlement 
User Resource Entitlement History 

 

 

 

 

 

OOB Reports – High Level Category 
Audit and Reporting 
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